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[bookmark: _Toc129532989][bookmark: _Toc150272435]Service overview
Penetration testing is a practical demonstration of possible attack scenarios that could allow a potential attacker to bypass infrastructure security mechanisms and obtain high privileges in critical systems.
This service helps to evaluate the effectiveness of existing protection measures and thus to prioritize and plan further work to eliminate identified issues and increase security posture. 
During a penetration testing exercise, the actions of a potential attacker are simulated as realistically as possible. However, unlike a real hacker attack, the work is carried out by experienced experts from Kaspersky, who perform the work in strict compliance with international standards, legislation and best practices and who take every precaution to maintain the confidentiality, integrity, and continuous availability of the target infrastructure.
[bookmark: _Toc129532990]

[bookmark: _Toc148987944][bookmark: _Toc150272436]General information
Please complete questionnaire below if you are interested in penetration testing services for your company. The sufficiency and reliability of the information specified in the questionnaire directly determines the compliance of the commercial proposal with the expectations and requirements of the Customer.
Please consider that penetration testing results will only be relevant in case Kaspersky experts are put in the same environment as the potential attacker. Thus, if a significant limitation of the scope of work is expected, for example, an in-depth analysis of only one application is required, another service from Kaspersky's portfolio may be more appropriate. 
It should also be noted that penetration testing is not an exhaustive audit. Penetration testing is limited by the timeframe and scope allocated for the engagement. We cannot guarantee that the service will detect all existing and/or potential vulnerabilities in the analyzed resources and information systems.
[bookmark: _Toc148987945][bookmark: _Toc150272437]About your company details
	№
	Question
	Answer

	1.1
	Company name
	

	1.2
	Legal entity
	

	1.3
	Contact details
	

	1.4
	Official company website
	

	1.5
	Expected start date
	

	1.6
	Expected delivery date
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[bookmark: _Toc148909838][bookmark: _Toc150272438]External penetration testing
	№
	Question
	Details
	Answer

	2.1
	Should external penetration testing be performed?
	The main task of external penetration testing is to identify ways for a potential attacker to gain access to corporate infrastructure through the external network perimeter. This stage is considered completed when command execution or other type of remote access to infrastructure is obtained.
Further interaction with the corporate infrastructure is not implied and can be carried out within the framework of an additional "Attack Development" stage.
	

	2.2
	Is an additional “Attack Development” stage required?
	This stage involves developing an attack using obtained privileges (assuming access has been successfully obtained) during external penetration testing, going as far as gaining access to the LAN or until all possible attack vectors have been explored within the agreed timeframe.
	

	2.3
	Does the scope of work include one or more nodes that are hosted on the Customer’s own infrastructure?
	If external perimeter consists only of cloud resources or resources on virtual hosting, then the result of work on this service may be irrelevant for the Customer.
	

	2.4
	Please list all the Top-Level Domains (TLDs) that belong to the Customer and should be included in the scope of work.
	If the scope of work for external penetration testing is predefined all included TLDs should be listed. Please include any subsidiary companies that are to be included in the scope of work.
	

	2.5
	Please list any Autonomous Systems (AS) that belong to the Customer and should be included in the scope of work.
	To be filled in if available.
	

	2.6
	Please specify the approximate number of nodes accessible from the internet.
	Consider hosts that contain or may contain published services (e.g., a web server or other service) to which users, computers, or other services connect over the internet.
If more than one service is published on a single external IP address, please treat each of these as a separate node.
	

	2.7
	Please list the cloud services used, if any.
	E.g., Azure AD, Azure Cloud Computing, Amazon Web Services, Heroku, SAP Cloud, Selectel. If none, please state ‘None’.
Coordinating work with the infrastructure of services like Amazon Web Service and SAP can require additional time.
	

	2.8
	Please list any Bug Bounty programs that Customer participates in.
	E.g., HackerOne, SynAck or your own program. If none, please state ‘None’.
	

	2.9
	Please state any additional requirements for the engagement.
	Provide a free-form description of any additional requirements that, for some reason, do not fit into the above questions. We will try to take them into account when considering the request.
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[bookmark: _Toc148909839][bookmark: _Toc150272439]Internal penetration testing
	№
	Question
	Details
	Answer

	3.1
	Should internal penetration testing be performed?
	The main objective of internal penetration testing is to identify ways for a potential attacker with access to the LAN to escalate privileges and gain access to critical assets in the corporate infrastructure.
	

	3.2
	Please list the sites where on-site penetration testing should be conducted, if applicable.
	If onsite visits are required, please provide addresses where possible.
It should be noted that the cost and duration of work directly depends on the number of testing sites. 
If different sites within internal infrastructure share common network connectivity, it is recommended to conduct testing of one typical site.
	

	3.3
	Would it be possible to organize a remote connection with network access corresponding to that of the simulated attacker?
	If there is no need to carry out work onsite, then the engagement can be performed remotely (for example, by organizing VPN or similar access to a typical employee or a meeting room VLAN).
	

	3.4
	Indicate whether the scope of work should include finding ways to bypass restrictions on network connections to a LAN (for example, 802.1x).
	To be filled in if the remote work format is not selected in the question above.
	

	3.5
	Please specify whether Active Directory (AD) is used for centralized infrastructure management.
	The AD service provides information about objects, allows for object organization, access management, and establishes security rules. Please let us know, even if Active Directory is only used for certain segments.
	

	3.6
	Indicate whether containerized application orchestration systems are used in the infrastructure.
	E.g., Kubernetes, OpenShift, or Docker Swarm. If none, please state ‘None’.
	

	3.7
	Please state the approximate number of domain names registered on internal DNS servers.
	If Active Directory DNS is used as the primary DNS server, please give the number of registered machine accounts. If DNS records for virtualization/containerization systems are used, please give the total number of records on all DNS servers.
	

	3.8
	Are there any possible limitations to be expected on performing internal penetration testing?
	Please describe any existing limitations. These could include specific users or hosts excluded from the scope of work, presence of specific certificates or clearances for the service provider's employees, etc.
The presence of significant limitations may result in increased duration and cost of work, or even render the engagement impossible.
	

	3.9
	Please state any additional requirements for the engagement.
	Provide a free-form description of any additional requirements that, for some reason, do not fit into the above questions. We will try to take them into account when considering the request.
	





[bookmark: _Toc148909840][bookmark: _Toc150272440]Additional information
	№
	Question
	Details
	Answer

	4.1
	Please describe the type of cybersecurity risk that, in your opinion, it’s the most critical for your company to address.
	For example:
· Theft of commercially sensitive (or confidential) information.
· A widespread ransomware virus on employee workstations.
· Compromise of a privileged Active Directory account.
	

	4.2
	Please describe the type of threat actor, who’s skill level, from your point of view, would be enough to gain access to your critical assets.
	For example:
· Threat actor scanning internet resources for known vulnerabilities with widely available exploits.
· Threat actor who has discovered weak privileged user credentials for an external service at your perimeter.
· Threat actor with access to a zero-day vulnerability in widely used software.
· External contractor with access to your premises or VPN.
· Internal threat actor with a standard set of permissions but no privileged access.
· Internal threat actor with privileged access to some internal services (e.g., network or server administrator).
	

	4.3
	Select an option from the list or describe expected results of the engagement to be included in the deliverables.
	For example:
· Report should contain description of discovered vulnerabilities and exploitation examples of the most critical vulnerabilities.
· Report should describe the exploitation of only those vulnerabilities which, being chained, lead to the implementation of information security threats.
	

	4.4
	Are there any regulatory data access restrictions for the systems in scope?
	If restrictions exist, please describe which systems they apply to and the category of processed data.
	

	4.5
	Please state if an active, non-automated, counteraction from security operations team should be expected during engagement?
	Positive answer will lead to significant increase in the duration and cost of work. It should also be noted that in this case results of the engagement could be less relevant for the Customer.
If the main purpose of the engagement is to test detection and response capabilities, then it is recommended to consider the Red Teaming service.
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